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(54) Illegal view and copy protection method In digital video system and controliing method 
thereof 



(57) Illegal view and copy protection method in a 
digital video system for preventing an illegal user from 
viewing the digital video system and copying therefrom, 
by setting a desaambling method which decrypts split 
keystreams adopting a smart card, including a determi- 
nation step for determining received data of having 
been scrant>led: a reproduction step, if the received 
data was determined to be scrambled data in the deter- 
mination step, splitting the scrambled data into a bit- 
stream and a keystream for decrypting the split 
keystream for reading in key information, and descranf^ 
bling the split bitstream according to the read in key 
information for displaying the bitstream on a display; a 
recording step for, If the received data was determined 
to be scrambled data in the determination step, record- 
ing the scrambled data on a recording medium either as 
scrantbled data of a bitstream and a keystream accord- 
ing to a recording or copying mode, or after splitting the 
scramUed data into a bitstream and a keystream. 
encrypting the splft keystream, and mixing the 
encrypted keystream with the bitstream; and a trans- 
porting step, if the received data was determined to be 
scrambled data in the determination step, splitting the 
scrambled data into a bitstream and a keystream for 
transporting the split keystream either after decrypting 
the split keystream with respect to key information from 
recording side according to a PPG mode or a back-up 
copy mode, or after decrypting the spirt keystream two 
times with respect to key information of its own and key 
infornration from recording side; thereby the reproduc- 
tion step, the recording step and the transporting step 
can be performed simultaneously or selectively. 
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